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Abstract—With the advancements in technology, smartphones’ capabilities have increased immensely. For instance, the smartphone
cameras are being used for face and ocular biometric-based authentication. This research proposes finger-selfie based authentication
mechanism, which uses a smartphone camera to acquire a selfie of a finger. In addition to personal device-level authentication, finger-
selfies may also be matched with livescan fingerprints present in the legacy/national ID databases for remote or touchless authentication.
We propose an algorithm which comprises of segmentation, enhancement, Deep Scattering Network based feature extraction, and
Random Decision Forest to authenticate finger-selfies. This paper also presents one of the largest finger-selfie database with over
19,400 images. The images in the IlIT-D Smartphone Finger-selfie Database v2 are captured using multiple smartphones and include
variations due to background, illumination, resolution, and sensors. Results and comparison with existing algorithms show the efficacy
of the proposed algorithm which yields equal error rates in the range of 2.1 — 5.2% for different experimental protocols.

Index Terms—Finger-selfie, touchless fingerprint recognition, verification, fingerprint database, deep scattering networks

1 INTRODUCTION

Attributed to the technological advancements, the capabilities
of smartphones have increased immensely. The inclusion of cam-
eras in smartphones has increased user convenience and has even
aided the biometric-based authentication process. The smartphone
camera-based biometric authentication using face [35], ocular
[34], and iris [32] has been shown to be secure, flexible, and
easy to use. As illustrated in Fig. 1, the idea can also be further
extended to finger-selfie' based authentication [27]. Finger-selfie
employs the in-built camera for acquiring an image of the finger(s)
which can then be used for authentication.

In the current COVID19 pandemic situation and the post
COVIDI19 world, touchless biometric modalities would be of
significant interest to the community. Finger-selfies can provide
a good alternative to touch-based fingerprint recognition. The
usage of finger-selfies for authentication can be two-fold: (i) both
the query and probe samples are finger-selfie images and (ii)
in the scenarios of remote authentication, finger-selfie may be
matched with livescan fingerprints present in the legacy/national
ID databases. The cross-domain matching of finger-selfies as a
query against livescan fingerprints as a template holds a pivotal
role in forensic investigations [38]. For instance, the South Wales
Police recently received a finger-selfie of a drug dealer holding
drugs on his finger [49]. The drug dealer was circulating an image
of drugs placed over his fingers via Whatsapp. The scientific
support unit was able to utilize the finger-selfie to find the offender
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1. Finger-selfies are hand finger ridge impressions captured directly using
a camera in a touchless method. Fingerprint images are ridge impressions
captured using a touch-based live-scan sensor.

Fig. 1. A high resolution finger-selfie can provide distinctive ridge infor-
mation for authentication purposes.

by comparing the finger-selfie with fingerprints of past offenders.
Similarly, a hacker was able to generate fingerprints of a German
minister from an image of the minister’s fingers taken from a
DSLR camera from 3 meters away [12]. Additionally, the police
may establish the identity of deceased or unconscious individual
[33] by transferring finger-selfies of the unknown subject to a
remote server. At the remote server, the finger-selfie may be
matched with the live-scan fingerprint databases to reveal the
potential identity and contact the concerned people. Such appli-
cations showcase the need to develop an automated algorithm
for finger-selfie recognition, that can operate simultaneously for
device access control and forensic/law enforcement applications.

This research aims to design an efficient algorithm for auto-
mated finger-selfie recognition. This includes both finger-selfie-to-
finger-selfie and finger-selfie-to-livescan fingerprint matching. As
shown in Fig. 2, a finger-selfie can be captured under any envi-
ronment with any kind of smartphone camera, thereby introducing
many challenges in recognizing the image. The major challenges
[28] that affect a finger-selfie matching algorithm are:

« Finger-selfie can be obtained in a controlled indoor illumina-
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TABLE 1

A literature review of algorithms for pre-processing and comparison of finger-selfies obtained using mobile phones.

Research Database C::hallgnges Algorithm Results
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Lee et al., 2005 | 840 images from 168 fingers Segmentation using color model, | GAR: 75.00 at 0.1%
[18] ridge gradient extraction FAR
Lee et al., 2008 | 120 images from 120 fingers, Pose, quality estimation using gra- | Rejection rate:
[19] 1200 fingerprints dient coherence and symmetry 5:67%, EER: 3:02%
Stein et al., 2012 | 492 images from 82 fingers Quality estimation using edge den- | EER: 19:10%
[42] sity
Derawi et al., | 1320 images from 220 fingers Matching using VeriFinger SDK EER: 4:50%
2012 [9]
Li et al, 2012 | 2100 images from 100 fingers Matching using VeriFinger SDK | EER: 24:80% -
[21] and NFIS 49:60%
Li et al, 2013 | 2100 images from 100 fingers Quality estimation using 12 features | Spearman
[20] and SVM correlation = 0:53
Stein et al., 2013 | 990 images from 74 fingers, v | Reflection based spoofing detection | EER in the range:
[41] 66 fingervideos 1:20% - 3:00%
Tiwari and | 156 images from 50 fingers ['4 Matching using scale invariant fea- | EER: 3:33%
Gupta,2015 [44] tures
Sankaran et al., | 5100 fingerphotos from 128 | v/ | ¢/ Segmentation, enhancement, match- | EER in the range:
2015 [37] fingers ing using ScatNet and RDF 5:1% - 6%
Minaee and | 1480 fingerprint images Matching using ScatNet, PCA, and | EER: 8:10%
Wang, 2015 [29] SVM
Lin and Kumar, | 1800 3D contactless finger- Deformation correction model, with | EER: 4:46%
2018 [24] prints from 300 fingers minutiae and ridge matching
Deb et al., 2018 | 2472 fingerphotos from 1236 Matching using COTS fingerprint | TAR: 92:4 — 98:6%
[8] fingers matcher at 0.1% FAR
Chopra et al., | 3450 fingerphotos from 230 | ¢ | ¢/ %4 Segmentation using VGG SegNet, | EER: 35:48%
2018 [7] fingers recognition using ResNet50
Wasnik et al., | 720 fingerphotos from 48 fin- Verification using LBP, HOG, BSIF, | EER in the range:
2018 [47] gers and VeriFinger 6:05 — 12:84%
Lin and Kumar, | 3920 3D contactless finger- ['4 Siamese networks to learn multi- | EER in the range:
2018 [23] print from 300 fingers view representation 0:81 — 8:35%
Wild et al., 2019 | 1728 fingerphoto from 108 Skin-color segmentation, QA and | GAR: 98.70 at 0.1%
[48] fingers, 2582 fingerprints matching by VeriFinger & NFIQ FAR
Proposed 19456 images (17024 finger- | ¢ | V Saliency based segmentation, en- | EER in the range:

selfies and 2432 live scan fin- hancement, DSN + RDF matching | 2.11% - 5.23%
gerprints) from 304 fingers

tion or in an uncontrolled outdoor illumination setting. Dur-
ing outdoor capture, ambient lighting during day and night
time varies a lot which affects the quality of images. Further,
usage of camera flash makes the preprocessing difficult.

o Real-time capture of images with varying background. The
distance of the closest background object may vary, making
foreground segmentation an arduous task.

e Cameras in various smartphones have features such as res-
olution, auto-focus, and flash LEDs. These factors can alter
the quality of the obtained image.

o Cross domain matching between finger-selfie and traditional
livescan fingerprints.

e Varying orientation and distance of the finger from the
camera results in affine and projective transformations.

1.1 Related Work

In the literature, researchers have proposed algorithms focusing
on matching finger images obtained from smartphone camera (or

web-camera). Table 1 summarizes the existing studies and their
respective performances. In 2005, Lee et al. [18] proposed a ridge
segmentation algorithm using a color model for the foreground
skin region. They enhanced the ridge information by computing
the ridge orientation using the gradient for a database of 400 im-
ages. In 2008, Lee et al. [19] performed finger quality estimation
using gradient information coherence in the local region, under
varying poses. They collected a private dataset with four subsets,
with 120 fingerphoto sequences and 1200 fingerprint images.

In 2012, Stein et al. [42] emphasized the need of a quality
estimation algorithm and proposed an algorithm using the ridge
edge density in a local region for a dataset of 41 subjects from
two mobile devices. In 2012, Li et al. [21] studied the performance
of ten-print matchers such as Verifinger by Neurotechnology and
NFIS from NIST. Their dataset constituted of 2100 fingerpho-
tos captured using three different mobile phones with varying
background and illumination. Based on this study, Li et al.
[20] observed that minutiae extraction using existing commercial
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which we proposed a ScatNet based matching pipeline for nger-
photo images captured from smartphones. We created the 1I1T-
D Smartphone FingerPhoto Database v1 (ISFPDv1), focusing on
background and illumination variations for nger-sel e matching
with 5100 ngerphotos.The key contributions of this research are:

A novel combination of saliency and skin color based nger-
sel e region of interest segmentation algorithm to remove the
highly varying noisy background. The preliminary version of
the algorithm [37] used only a skin color-based segmentation.
Study the effect of camera resolution and environmental
variations in the acquired nger-sel e, using Deep Scattering
Network representation [40] and matching algorithm.
Creating and publicly releasing 1lIT-D SmartPhone Finger-
sel e Database v2 (ISPFDv2). The database consists of
17024 nger-sel es from304 unique ngers, acquired using
smartphones OnePlus One and MicroMax Canvas Knight.
Fig. 2. Sample images illustrating variations due to different acquisition Additionally, 2432 livescan ngerprints are also collected
methods: (a) live-scan ngerprints, (b) contactless ngerprints using we-

bcam [17], and (c) contactless nger-sel es using smartphone cameras. using S_eCUQGn "!amSter v sensor.
Extensive experimental analysis on the proposed dataset

to study the effect of segmentation and enhancement ap-
proaches. Further, we study the impact of (i) noisy back-
ground, (ii) environmental illumination, (iii) camera resolu-
tion, and (iv) cross-domain scenario, on the performance of
nger-sel e authentication.

matchers such as Veri nger is extremely noisy and produces lots
of spurious minutiae. They proposed a learning based quality
estimation algorithm using ngerprint speci c features along with
SVM classi er. Stein et al. [41] and Taneja et al. [43] presented a
study using a sequence of ngerphotos to avoid spoo ng. The data
was collected in a controlled environment. Recently, Malhotra 8¢ PropPOSED FINGER-SELEIE RECOGNITION AL-
al. [26] showed the need for privacy preservation of nger-sel €8 0RITHM
on social media. They learn perturbation using an adversaria
model to misclassify nger-sel es against genuine ngerprints. The proposed nger-sel e matching pipeline has four steps: (i)
Minaee and Wang [29] proposed ScatNet features followed Hjger-sel e segmentation, (i) ridge pattern enhancement, (iii)
PCA and SVM for matching touchless ngerprints. The imageBeep Scattering Network (DSN) representation extraction, and
were acquired in a controlled environment. No segmentation dy) matching. The individual steps are illustrated in Fig. 3 and
enhancement were considered, and experiments were showr¥plained in the sections below.
PolyU HRF dataset [45]. As seen in Fig 2, the smartphone
captured nger-sel es are challenging and visually different from, 4 Finger-
webcam captured touchless ngerprints. Lin and Kumar [24] and o ) ] )
Deb et al. [3] also proposed contactless ngerprint databases. TH& Process of segmentation involves nding a binary mask in a
former had 1800 contactless ngerprints from 300 classes whif@Ptured nger-sel e, that represents tiéstal phalangesf the
the latter had 2472 ngerphotos from 1236 classes. Lin and Kum&d€r- AS shown in Fig. 4, even though a nger-sel e can be
reported an of EER of 4.46% when Robust Thin-Plate Sp"rp@ptured with dlfferent. kinds of background objects, it is safe to
Model and Deformation Correction Model are used together #8SUMe that the nger is the closest object to the smartphone cam-
perform contactless to livescan ngerprint matching. Deb et &&: Under this assumption, we observe two distinguishing featur.es
used COTS to perform ngerphoto to livescan ngerprint matchthat separate the nger-sel e from the rest of the background: (i)
ing. Under different combinations of ngerphotos, the reportetf® skin color of the nger region, and (ii) the salient nature [?]

TAR varied between 92.39% to 98.55%. of the nger region in the image. Thus, the proposed algorithm
combines the region covariance based saliency [10] along with

skin color measurements for effective nger-sel e segmentation.
1.2 Research Contributions The steps involved in the proposed segmentation algorithm are:

The use case scenario of most of the existing studies restrictP 1: For each pixel, seven visual features (represented further
matching nger-sel e to either nger-sel e or livescan nger- asd-dimensional) are extracted: (i) intensity in a b color
prints. These studies primarily focus on designing algorithms f§Pace, (ii) the edge orientation alorgandy directions, and (iii)

one or two steps of the recognition pipeline. However, as higlf-andy locations of the pixel. The a bcolor space is chosen
lighted by [14], matching contactless ngerprints between varioli/€ to its closeness with human perception

contactless devices provide very poor results. Hence, additio®aép 2:For a regiorR; in animage, & 7 covariance matrixC;
research is necessary to propose a robust algorithm for nger-sels constructed using thé&dimensional feature vector (extracted
recognition. Moreover, there is no publicly available database with

a large number of nger-sel es and ngerprint images. 2. Fingerphoto and nger-sel e in our context are same as they are captured

. T by the smartphone camera by the user themselves.
In this research, we propose an end to end pipeline WI?H3 L a bcolor space has perceptual uniformity [50] [52]. Further dland

segmentation, ridge structure enhancement, feature representatj@Bmponents resemble human chromatic system, whereds toenponent
and veri cation. This is an extension of our research [37], iapproximates to the human perception of lightness [3]

sel e Segmentation
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Fig. 3. lllustrating the procedure involved in the proposed Deep Scattering Network (DSN) based nger-sel e veri cation pipeline.

Step 6: The overall segmentation map is obtained by combining
the saliency and the skin color based maps using a weighted sum
fusion. The segmentation mapapseg is obtained by,

MaPseg = W1 MaPsa + W2 MaPskin 4)

Fig. 4. Challenging _ﬁase_s for segmentation due to natural background  where,w; andw, represent the weights associated to the normal-
and indoor/outdoor llumination variations. ized saliency map and normalized skin map, respectively.

Step 7:0tsu's thresholding method [31] is applied on the obtained
map,mapseg, to obtain the binary segmented mask.

Fig. 5 shows a visual illustration of the fusion of skin color
based segmentation and saliency based segmentation map to
obtain the nal segmented result.

2.2 Finger-sel e Enhancement

The aim of enhancement is to improve the image quality so that the
nger ridge patterns can be ef ciently extracted from the captured
nger-sel e. The primary challenge for ridge extraction is the
noise induced by the surrounding illumination variation which
affects the contrast between valleys and ridges. The segmented
image of the previous step is rst converted to gray scale. Speckle
) . noise is removed using median Itering and histogram equaliza-
in Step 1). The_ rst order St_a'[IStICS d; are computed and the jig, is applied to mitigate the effect of illumination variation.
extracted statistics are non-linearly aggregated, as follows, Next, the image is sharpened to improve the contrast between
(Ci)=( ;S 1::::S4;Sds1; 1  ;Sad) " (1) vaIIey; and ridggs. In the resultant image, the ridge information
constitutes the high-frequency components while the valley and
where, ands are the mean and standard deviation, respectiveypise components constitute the low-frequency information. To
The size of the regioR; is chosen based on the image resolutionhance the difference between the ridge and valley information,
Step 3: The dissimilarity between any two regioi3(R;; R;) is we sharpen the image by subtracting the Gaussian blurred image
computed as a normalized difference between the representafior= 2) from the previous image. Fig. 6 shows sample output

Fig. 5. lllustration of the segmentation algorithm combining the saliency
based and skin color based segmentation maps.

obtained by covariance matricegC;); (C;) as follows, provided by the enhancement algorithm.
ey U (C) (G
D(RiiR;j) = 1+jixi Xji @ 2.3 Deep ScatNet (DSN) based Feature Representation
where,x; andx; denote the pixel location of center of the imagéinger-sel e images captured at different instances observe vari-
regionsR; andR; , respectively. ations in rotation, translation, and scaling along with variations

Step 4: The covariance based saliency map [10] of any regioH“e t.o the environment..WhiIe resea.rcher.s have explored the'use
mapsa (Ri), is computed by a non-linear aggregation of th8f minutiae, low resplupon and varying r|dge-valley cqntrast in
dissimilarities of the current regioR; with the surroundingm nger-sel es makes it dif cult to a(?curately detect m|nut|z?1e [20].
most similar regions of the image, as follows, We propose feature representaﬂon.for nger-sel es using Qeep
Scattering Networks [4], [5]. DSN is a local descriptor which
incorporates multi-directional and multi-scale information. DSN
is calculated with a set of wavelet decompositions and complex
modulus. It has been shown that DSN based features effectively
Step 5: To compute the skin color based segmentation, the RGIicode texture patterns in images in presence of rotation, scaling,
image is converted into CMYK color space. The normalizednd deformations [40]. As seen in Fig. 6, the enhanced nger-sel e
magenta channel is used as the skin color nmappsin , @s has good ridge-valley patterns and we assert that DSN features can
magenta channel retains ample amount of skin color [39]. encode these patterns.

1 X0
mapsaI(Ri) = E D(Ri;RJ) (3)
j=1
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Fig. 6. DSN representation of the enhanced image where R; to Rypg represent the responses from different depth of DSN.

Let the signalx(u) 2 R? (image in this case) represent theThese deeper DSN coef cients gives a stable translation and
input. DSN learns the features, at each leven 2 J, where rotation invariant representation for the nger-sel es, as illustrated
0 n J, J represents the network depth. The output is ia Fig. 6. Since DSN Iters are pre-designed or handcrafted,
representation obtained by concatenation of DSN features frabtaining a DSN representation is convolving these lIters with
each levelS,. the nger-sel e and there is no learning involved. Hence, it can be

Let ;(u)=2 2 (2 Ju)bealow-pass averaging lter and achieved with the computational capabilities of smartphones. The
u be the set of parameters corresponding to the locatioand effective representation for a nger-sel e is the concatenation of
y in the image space. Similarly, let; (u) =2 2 (20 u) all n-order outputs af:So; S1;:::;Sn0.
be the high-frequency, quadrature phase, complex wavelet lter In this research, we experimentally observe an optimal depth
bank. This high frequency wavelet bankis built by changing of the DSN asJ = 2, i.e., computing the second order DSN
the rotation and the scale (dilation) parameters. The rst coef cients for all the nger-sel es. Let the enhanced nger-sel e,
2D wavelet transform for the signal is denoted byW;. It gy, be of sizew h. The concatenation of all responses up to
consists of convolutions with both low pass and high pass Iterthe second ordef,Sy; S1; S;g contains a total o209 Iters, with
Convolution with the low pass Iter computes a locally af neeach response of dimensign %. Thus, the size of DSN feature
invariant representatiofy as follows: representation i209 W h

8 8
Sox(u) = x  3(u) ®)

These coef cients are th&" -order DSN coef cients. The rep- 2-4 Feature Matching

resentation obtained in the above equation is translation invariqu Q andT be thel N sized DSN representation vector
up to 2’ lpixells..Since the representatioq Iack; the high frequengy he query (probe) and the template (gallery) nger-sel es,
information, it is recovered.by ?O”VOW'”S with (lﬂ)- TOo  respectively. A supervised binary classigiX ! Y)is learned
make the termx 3 (u) invariant to local translation and classify a DSN feature representation p&, ) into either a
diminish deviation amongst the coef cients, the complex phase is,uine (match) or imposter (non-match) pair. The input feature
eliminated using modulus operator. Hence, the wavelet-modul%fsiS the difference of query and template representati@ns T)
transform operator is given as follows: and the classi cation label&Y are fgenuine, imposter The
jWajx = (x  (u);jx (W) 6) Classi er Iearns. to predict if a representation pair is a genuine or
an imposter pair. Two nger-sel es that belong to the same nger
where, ; corresponds to the set of rst level Itering parametersare de ned as match pair, while images captured from different
(;j ). The high frequency lters supplement information to thengers or different subjects are considered as non-match pairs.
representation procured in Equation 5. Thus, we perform the In this research, we use Random Decision Forest (RDF) [13] as
second wavelet transfori/, on the second term of the abovethe binary classi er for verifying the pair of nger-sel es. RDF is
equation. This again gives two outputs, one from low pass Itex non-linear ensemble based classi er with multiple decision trees
(u), and other from high pass lIter (u). The output from [13]. It employs a repetitive random sub-sampling for bagging
low pass Iter gives af ne invariant representation of the highwhich assists in obtaining robust and faster results for correlated

frequency part, as described below: features. For a total dD nger-sel es in the training set, several
] . . bootstrap aggregates of sizddD are made with replacement, for
Six(u; 1) = jx Wi 9 (u) () aratior (05 <r 1). A forest havingT trees is trained,

where, each decision tree is trained with a single bootstrap of the
all the Iter responses of the wavelet bank , (u) (each succes- data. LetM be the length of the vectorized DSN representation

sively applied with a low pass Iter). For the high pass outpu@Ptained for the nger-sel e. At each node of the tree, a feature
the complex phase is removed by modulus operator. Highé@mplem is chosen at random. This sample is utilized for taking

order coef cients can be extracted by recursively building deepte SPlit decision to maximize information gain. Each tree is
wavelet Iter banks: designed as a binary decision tree by assigning leaf nodes as

f genuine, impostey corresponding to the training sample. Thus,
JWajix LU =(jx L)) dix L (U)j J) each decision tree in the forest classi es the input pair of nger-
(8) seles as a matching pair or a non-match pair. The nal decision

Six(u; 1) are the rst-order DSN coef cientsS;x(u; 1) has
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TABLE 2
Summarizing the characteristics and the variations captured in the
IIIT-D SmartPhone Finger-sel e Database v2.

Set | Name — Variations - Images
lMumination | Background] Resolution

| WI Controlled White 13 MP 2432
WO Uncontrolled White 13 MP 2432
I NI Controlled Natural 13 MP 2432
NO Uncontrolled Natural 13 MP 2432
RES5 Controlled White 5 MP 2432
1] RESS8 Controlled White 8 MP 2432
RES16 | Controlled White 16 MP 2432
\Y LS - - 500 PPI 2432

is computed by taking a majority vote of all the decision trees in
the ensemble. Fig. 7. NFIQ 2.0 scores for nger-sel es (quality: 35.83 9.52).

2.5 Implementation Details

In a real-life scenario, the nger-sel e may be acquired at any PPI
due to scale and resolution variations. Hence, we did not enfoiigéillustrated in Fig. 7. Based on the challenges, the database is
any constraint on the PPI. Other researchers also downscale dlWded into four subsets, as summarized in Table 2.

acquired images to a xed resolution to justify lower computation

model input dimensions, or making resolutions same as liv _elt | - White Ba((:jkgrzund: Wlttr? whi:e IF%CITgrr?tL.md’ ngedr-
scan without taking PPI into consideration [7], [22], [23], | ].Se es are acquired indoors with controlled lightingvl) an

Additionally, some algorithms operate directly on the resolutio?luwIoorS with varying illuminationWO). The subsets, illustrated

of the acquired nger-sel e without any scaling [25], [44]. The" Fig. 8(a) an(_i 8(b), gapture the effect of i]lumination variation§
acquired image is of resolution 4208120 at approximately 1200 over a constrained white background. The images are taken using

PPI. For different parameters, a grid search baged approaclg[éepluS One phone at 13MP resolution. Buth and WO have
used to nd the optimal values. For example,= ' 2 is used images each of right index, right middle, left index, and left

for region covariance based saliency map extraction. SimiIarW,Iddle ngers of76 subjects, totalling 4864 images for Set |.

optimal values foR; is selected a$6 16andr as 0.66. From all Set Il - Natural Background: Finger-sel es are acquired indoors
the images, the segmentation algorithm yields a xed-size windaand outdoors, with unconstrained background. The subsets are
of 1240 800 at approximately 1200 PPI. The segmented imagsisown in Fig. 8(c) and 8(d). The Natural Indoddl} subset
are downscaled by half to 62100 to reduce the computationhighlights the outcome of background variations in controlled
of feature extraction. While MCC and NFIS based minutiakghting, whereas, Natural Outdod¥ Q) conveys the simultaneous
matching works at 500 PPI, we operate at a xed resolution theffect of background and illumination variations. The images are
approximates to 600 PPI at 13 MP. captured using OnePlus One phone at 13MP resolution. Similar to
The 2" order DSN representations are of length of 809,87Set I, Set Il also has 4864 images.
per sample. To reduce the dimensionality, we apply PCA [
and preservé®9% Eigen energy. It yields a vector of lengéb,
which is provided as input to the classier. Finally, T = 100
(independent trees) is used in the RDF.

S]et Il - Resolution: The set has nger-sel es captured in
hree different resolutions with controlled illumination and white
ackground, as shown in Fig. 8(e). Two different smartphones,

OnePlus One and MicroMax Canvas Knight, are used to capture

the images at three different resolutions 5 MP, 8 MP, and 16 MP.

3 DATABASE AND PROTOCOL Camera ash is turned OFF, whereas, auto-focus is kept ON.

As a part of this research, we collect the IIIT-D SmartPhon@ll the images are captured in an indoor lab environment, with
Finger-sel e Database v2 (ISPFDv2). The details of the propos&@iform lighting and a blank white paper as the background. Under

database and its experimental protocol are elaborated below. these settings, four instances of the index nger and middle nger
of the right and left hand of 6 subjects are captured at all three

31 ISPEDV2: Database resolutions, with a total of 7296 images.

The ISPFDV2 consists of more than 19400 images obtained frotft IV - Livescan Fingerprints (LS): A subset of live-scan
304 unique ngers. In the proposed database, four instances frof@€rprints are acquired using FBI certi ed Secugen Hamster IV
four ngers are collected for each of 76 subjects over two sessionfdJ€Print sensor, as shown in Fig. 8(f). These ngerprints are

The nger-sel es are taken using smartphones OnePlus One aigAired at S00 PPI. This set comprises of 4 ngerprint images,

MicroMax Canvas Knight, while the corresponding livescan néach from the right index, right middle, left index, and left middle

gerprints are taken from Secugen Hamster IV. The indoor ima ggerstfr:om 7t6hsubjetctts,la(;qzlzrgezd.under 2 sessions (a week apart).
LQ&JS, e set has a total 0 images.

in ISPFDv2 are captured in both constrained and unconstrain
environments, while outdoor images are captured without ash The IlIT-D SmartPhone Finger-sel e Database v2 is pub-
during daylight and with ash during night. Auto-focus is alwaydicly available to the research community at http://iab-rubric.org/
kept ON. The quality of these nger-sel es, as per NFIQ 2.0resources/spfd2.html.
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Fig. 8. Sample images from the IlIT-D SmartPhone Finger-sel e Database v2, illustrating the intra-class variations and noise present in the database.

3.2 Experimental Protocol 4 RESULTS AND ANALYSIS

The experiments are performed with a subject disjoint 50%_50;%)1e experiments are performed to evaluate the effectiveness of

train-test split with three times random cross-validation. From %e proposed p|pellng for _nger-sel e recognition. This section is
. . - structured as follows: Section 4.1 elaborates on the resuxof
total of 304 unique ngers (76 subjectgl ngers), images corre-

. . 1, 2, and 3 in terms of Equal Error Rate (EER) and Receiver
sponding to randomly selected 152 ngers (38 subjeetsngers) O%erating Characteristic (ROC) curves. Section 4.2 provides an

are used for training and the remaining 152 nger classes are usé{enalysis of traditional minutia and non-minutia based methods in

for testing. The effect of nger-sel e matching performance is . .
. ; . . contrast to the proposed algorithm for nger-sel e recognition,
studied using the following three experiments.

followed by Section 4.3 highlighting the importance of enhance-
Background-lllumination (Exp. 1): With the assumption ment. Lastly, Section 4.4 compares the proposed algorithm with
that gallery images can be acquired in a controlled enviecent algorithms for contactless ngerprint recognition.

ronment, White IndoorW!) subset is the most constrained

acquisition of nger-sel es. TheW! subset is considered as4 1  performance Analysis of Proposed Pipeline

gallery, whereasi WO, NI, NQg subsets are taken as AL perform a series of experiments to evaluate the effective-
independently WI-WO experiment shows the performance L

. . . o ness of the feature extractor and classi er in the proposed algo-
of nger-sel e matching under the in uence of illumination,

S . - ithm. Table 3 summarizes the algorithms used for segmentation,
WI-NI highlights the in uence of background variations, an . ; :

. . . . .’ “enhancement, feature extraction, and matching. The algorithms are
WI-NO illustrates the simultaneous in uence of illumination_ . .

- validated with the proposed ISPFDv2 database and the results are

and background on the recognition performance. - - . .

. . : : . shown in Table 4 and Fig. 11. The DSN+NN algorithm utilizes the
Resolution Exp. 2): To simulate cross-resolution experi- o o
ments, nger-sel es captured at 13MP in White Indoat/y) same pipeline as DSN+RDF, except the fact that it utilizes fully

» N9 p connected layers to classify instead of RDF. The B$Ninvolves

environment are used as the gallery images. We use thre? L -
. . . B raining-free approach to match features usindistance.
different probe sets with capture resolution as SMP, 8MF, Analyzing the results in a column-wise fashion shows a

and 16MP. Thus, two probe sets have lower resolution Whi(':eom arison of the proposed algorithm against existing algorithms
one probe set has higher resolution than gallery. P prop 9 9 g alg ’

. - . . It can be distinctly observed that the DSN features learnt with a
Livescan- nger-sel e matching (Exp. 3): To simulate cross- - ) .
; . ; supervised classi er provide better performance as compared to
domain experiments, ngerprinté.g) are used as the gallery. ther algorithms, suggesting the importance of training a classi er
We use seven different probe sets as WI, WO, NI, NO, 5M 9  SUgg 9 P g

A L N . ;
8MP, and 16MP. Note that, since the livescan ngerprint(jr veri cation. DSN + RDF and DSN + NN provide EER in

are already tightly cropped, segmentation is not applied gple range of2:11 = 10:35% while DSN + , distance match-
~ady tightly cropped, segmen . pp ing provides EER in the rangé5:72 20:82% Further, RDF
ngerprint images. However, since since ridge ow patterns o
; . S ) erforms better than NN under all variations. We also observed
gets mirrored during acquisition by the ngerprint sensot, - - N

. . . o that there is a negligible deviation in the performance of the
we perform a mirror operation on livescan ngerprint images . o ) .
before creating the pairs proposed alg_or_lthm across the c_:ross-valldatlon experiments. With
' respect to existing feature descriptors, CompCode and MCC, DSN

Thus, same gallery images are used fotp. 1 and Exp. 2 + RDF provides up t@20% improvement in EER. This can be
while Exp. 3uses livescan ngerprints as gallery. The probe setdtributed to the rich feature representation obtained using the
comprise of nger-sel es, where subsets are varied to study thegh-frequency information in Deep Scattering Networks, and also

impact of capture variations on the matching performance. its af ne invariance property.



